
ANTELOPE VALLEY UNION HIGH SCHOOL DISTRICT 
  

MEMORANDUM 
  
TO: All District Employees 
  
FROM:  Dan Stewart, Director of Data Services  
  
DATE: August 26, 2014 
  
SUBJECT:    USE OF COMPUTERS, E-MAIL, AND THE INTERNET 
  
The Antelope Valley Union High School District provides computers, e-mail capabilities, Internet access, and various other resources 
to a number of employees in order to help them perform their duties.  The purpose of this memorandum is to remind you that these 
devices and systems are District property, provided at taxpayer expense.  They must be used for District purposes only.  Documents 
created and stored on computers and e-mail systems may be considered public records, subject to disclosure under the Public 
Records Act. 
  
Although the District does not regularly monitor computer files, e-mail, and Internet use, employees must understand that we retain 
the right to do so on a regular or random basis or when necessary to check for content, use, or authorship.  As our lawyers explain, 
employees do not have a "legitimate expectation of privacy" with respect to what they store, send, receive, or access using District-
provided technology. 
  
In this memorandum, we use the term "technology" to refer to computers, cell phones, e-mail systems, and the 
Internet.  Technology is provided for District business.  Incidental, occasional private use may be authorized outside of scheduled 
work hours with the approval of the appropriate supervisor.  This use may not be for commercial or political purposes, or for any 
purpose that is immoral, illegal, or contrary to District policies.  Use of technology for employee organization purposes is only 
permitted in accordance with separate rules developed cooperatively between the District and those organizations.  Use of printers 
and copiers for reproduction of personal materials is subject to District rules regarding reimbursement for reproduction costs. 
  
Public Records: Any writing containing information relating to the conduct of the public's business is a public record if it is prepared, 
owned, used, or retained by the District in any form.  This includes computer records, e-mail messages, and anything downloaded 
and retained from the Internet.  The presumption is that, if the record is stored on any District equipment, it fits this definition, even 
if it is a personal item placed there by an employee.  It is not necessary for there to be a "hard copy" for an item to be considered a 
public record. 
  
Computers 
  
Computers and peripheral equipment may not be taken offsite (including home) for any purpose without prior written approval of a 
supervisor.  All of the policies described in this memorandum apply regardless of where District equipment is used or located. 
  
No software (including screen savers) may be installed on District computers without approval of the District Information Systems 
Department.   
  
District computers and equipment are configured to provide the best performance and security for their intended purpose.  No 
changes to any computer configuration are allowed without approval of the District Information Systems department.   
  
Administration Regulation 4040, No. 10 states:  “….  No software or apps may be installed on District computers without 
administrative approval. No District-owned software or apps may be installed on an employee’s personal computer without 
administrative approval.   
  
Administration Regulation 4040, No. 11 states:  “No user is allowed to connect any device to the District network without 
administrative approval and without the permission of the Site Network Technician.” 
  
E-Mail:  Electronic mail is a very convenient means of communication.  It also has an informality about it that can cause us to forget 
that we may be using it to create records that should be retained in the  ordinary course of business.  When you send or receive an 
e-mail message, you need to consider whether it should be retained as a permanent or semi-permanent record.  Discuss this matter 
with your supervisor.  However, keep the following in mind: 
  



1.         All District email is archived in a server at the District Office, and maintained for a period of five (5) years from the date it was 
sent or received. 

  
2.         E-mail systems make a record of the identity of the person (account) who created a message.  This identity can be 

determined (if necessary) to investigate inappropriate use of the system.  Courts have already ordered commercial Internet 
providers to disclose this information in certain cases.  Do not assume that you can send something by e-mail and remain 
anonymous. 

  
3.         The e-mail system has a limited storage capacity.  When a message has been sent or received and read, delete it from the 

system at the earliest opportunity. 
  
4.         Our e-mail system is not to be used for classified ads, personal chats unrelated to District business, or any purpose for which 

more traditional correspondence would also be inappropriate.  Please note, in particular, the discussion below about 
harassment and hostile work environment.  If you want to send an announcement that is not District-related, get the 
permission of your supervisor first. 

  
5.         Please use the following guidelines when sending email to multiple users: 

  
a)         Email to a group of selected users is acceptable (i.e. you email a group of teachers of a particular student, for 

example); 
  

b)         Email to a Department Group List is acceptable, subject to how your Department Head wants to use it (i.e. sending 
to all the English teachers at Highland); 

  
c)         Email to the entire school *requires* approval from the school administration.  Please indicate who authorized the 

email at the top of the message; 
  
d)         Email to any of the Global distribution lists is required to be on subject for that group; 
  
e)         Email to the entire District, faculty or staff *requires* approval from District administration.  Please indicate who 

authorized the email at the top of the message; and  
  
f)         If you have approval to send out a mass mailing, please wait until after school.  The email servers of the District are at 

their lowest utilization between the hours of 4:00 p.m., and 4:00 a.m. 
  

The Internet: If you have access to the Internet through District facilities, you should already have been instructed in acceptable use 
policies and agreed to abide by them.  The District monitors Internet use to determine whether sites you have visited conform to the 
educational mission of the District. Misuse of the Internet can result in disciplinary action.  Websites that do not support education, 
or pose a liability to the District will be blocked without notice.  If you have access to the Internet at home using District resources, 
we expect you to apply parental discretion if this access is available to minor children.  Use common sense!  Do not download 
objectionable material at the work site, even "after hours," and do not place "bookmarks" to such materials on District 
computers.  Remember that bookmarks on District computers may be considered a public record.  So, too, are materials 
downloaded to your District computer. 
  
Harassment and Hostile Work Environment: District computers must not be used to store or display material that would create a 
hostile environment when seen by co-workers or members of the public.  This includes sexually suggestive or pornographic material 
and "hate" material that any reasonable person would recognize as offensive to persons because of their race, ethnicity, religion, or 
sex.  Material is not acceptable merely because it is cast in a "humorous" vein or because some or all of your coworkers, or your 
supervisor, do not object to it.  If something is not appropriate for display on a bulletin board, it does not belong on a computer 
screen at the work site, even temporarily. 
  
Whenever you are in doubt about appropriate use of District technology or whether to retain electronic files as District records, 
discuss the matter with your supervisor. 
  
DS:jb 


